
SYSTEMS ENGINEER 
 

SECTION I: 

This section gives a brief description of why the job exists in relation to the larger context of the 

organization and its goals. 

Job Title:   SYSTEMS ENGINEER 

Department:  ICT CENTER 

Location: LUANAR (UNIVERSITY OFFICE) 

   

ORGANIZATIONAL STRUCTURE: 

 

Supervisor (2nd Level):   Director ICT 

Supervisor (1st Level):   Applications and Data Manager 

Incumbent Job Title:    Systems Engineer 
Subordinates (1st Level):   None 

Subordinates (2nd Level):   None 

 

 

MAIN PURPOSE OF THE JOB: 

System engineers play a crucial role in the success of valuable operations. They lay the blueprint 

for systems from conception through production and into realization that makes the best working 

capability at the most reasonable cost. He will implement and maintain the computer system for 

the university to be in line with the organization’s guidelines or SOP (Standards Operating 

Procedure). He will ensure that systems engineering functions are completed as outlined by the 

superior and the roles and responsibilities of systems engineer may vary from project to project.  

The systems engineer confirms that the system strictly achieves the clear needs and necessities and 

that a proper systems engineering method is being practiced. The systems engineer will ensure that 

the project’s systems engineering events are performed in collaboration with the technical team 

and leads, connects, monitors, and organizes the tasks. The systems engineer assess and calculate 

the technical features of the plan to ensure that the systems engineering procedures are operative 

correctly and grow the system from idea to product. The whole professional team is involved in 

the systems engineering process. He will be responsible for establishing, configuring, testing and 

maintaining systems, application software and system management tools. He will ultimately 

develop customized software for the university in line with the user requirements, plan and 

implement systems automation as required for better efficiency.  

SECTION II 

This section under column 1 describes the key result areas of the job, and the activities required 

to achieve these. Column 2 indicates the measurements/standards required to ensure the activity 

has been carried out to quality and quantity standards. Column 3 indicates whether there is 

further approval or control on the activity. 



(1) 

Key result areas and related activities 

 

(2) 

Performance Standards 

(where applicable) 

(3) 

Extent of 

discretion        
(where applicable) 

1 Planning: 
1.1 Monitoring and managing all 

installed systems and infrastructure.  

1.2 Evaluate the existing systems and 

provide the technical direction to 

ICT support staff.  

1.3 Plan and implement systems 

automation as required for better 

efficiency.  

1.4 Formulate and design the security 

system in place to maintain data 

safety.  

1.5 Ensure a well-organized, efficient 

process that quickly takes the project 

from conception to production to 

operation, aligning all the business 

and technical objectives of the 

project. 

1.6 Participate in the design of 

information and operational support 

systems 

1.7 Ensuring that the constituent 

projects and activities are clearly 

scoped, and that deliverables and 

milestones are specified and tracked.  

1.8 Communicate with stakeholders to 

identify what they want a system to 

accomplish.  

1.9 Ability to see potential issues and 

proactively ensure the highest levels 

of systems and infrastructure 

accessibility. 

1.10 Design information and 

operational support systems. 

1.11 Design outcome-based and 

integrated offerings within 

university existing technology 

ecosystem 

1.12 Develop operational scenarios 

for a program based on university 

objectives 

LUANAR Strategy  

 

 

Attendance of university 

planning meetings 

 

 

 

 

Institutional annual 

objectives 

 

 

 

ICT Procedures 

 

University, College, & 

Campus, & Budgets 

Current Cyber Security 

standards 

 

 

Incumbent 

Responsible 



1.13 Lead the development of the 

functional, architectural, and 

detailed designs 

1.14 Critically evaluate designs 

1.15 Write and execute test plans and 

procedures 

1.16 Investigate, troubleshoot, and 

participate in design solutions to 

complex engineering problems 

1.17 Identify emerging industry 

practices and technologies to gain 

competitive advantage. 

 

ICT strategy/ICT Policy 

2 Deployment: 
2.1  Establish, configure, test and 

maintain operating systems, 

application software and system 

management tools.  

2.2 Monitor and test application 

performance for potential 

bottlenecks, identify possible 

solutions, and implement those fixes 

2.3 Implement new systems, correct 

software errors in existing systems 

and improve performance through 

hardware upgrades. 

2.4 Design and implement security 

systems and redundant backups to 

maintain data safety 

2.5 Implement and maintain backups, 

security, and redundancy strategies.  

2.6 Identify potential issues and 

integrate possible solutions.  

2.7 Enable faster and smarter business 

processes and implement analytics 

for meaningful insights.  

2.8 Install and configure systems and 

software components; and clearly 

document the design, maintenance, 

and support procedures for routine 

tasks to leverage IT support staff.  

2.9 Performing installation, maintenance 

and support of system 

software/hardware and user support.  

2.10 Configuring, debugging and 

supporting multiple infrastructure 

platforms.  

 

ICT Strategy 

 

 

 

LUANAR Strategy 

 

 

University ICT Budget 

 

 

 

University ICT Budget 

Incumbent 

Responsible 



2.11 Monitor and test performance of 

applications, foreseeing potential 

bottlenecks and identifying possible 

solutions. 

2.12 Deploy, manage, and support 

software ecosystem platforms 

3 Operational Management: 
3.1 Timely reporting on the log sheet for 

the rapid response to any glitches.  

3.2 Proactively ensure the highest levels 

of systems and infrastructure 

availability 

3.3 Write and maintain custom scripts to 

increase system efficiency and lower 

the human intervention time on any 

tasks 

3.4 Provide 2nd and 3rd level support 

3.5 Monitor existing systems to ensure 

structural integrity.  

3.6 Write custom scripts to reduce the 

need for human intervention. 

3.7 Develop, manage and monitor 

systems, installations, including 

configurations, testing, and 

maintenance.  

3.8 Engage with upper management 

regularly with reports on project 

status, activities, and achievements. 

3.9 Use expert-level administration and 

optimization of hosts and servers to 

ensure high availability and 

appropriate resource management.  

3.10 Standardize and automate 

processes and monitoring using 

scripting technology.  

3.11 Routinely test software for bugs, 

redundancies, and security issues. 

3.12 Conduct high-level root-cause 

analysis for service interruption and 

establish preventive measures.  

3.13 Create reports and 

documentation outlining findings 

and solutions. 

3.14 Developing, maintaining and 

supporting technical infrastructure, 

 

ICT Strategy 

R&D strategy 

Ad-Hoc Reports 

University policies 

HR Strategy 

ICT Strategy 

ICT Strategy 

R&D strategy 

 

 

Incumbent 

Responsible 



hardware and system software 

components.  

3.15 Continual maintenance of 

security, including backup and 

redundancy strategies.  

 

 

SECTION III 

Key decisions Made: 

State the 2-3 major decisions that will be made on the job. These flow from university/ individual 

objectives 

 Decides system technologies to support enterprise business operations of university 

 Decides resolution of all ICT automation related issues 

 Decides ICT system bug fixes 

 

Support & job tools: 

Decide the support given, to whom and how often. 

 Requires support from Applications and Data Manager’s and Director ICT’s office 

 Requires support from staff members (both University and College Managements) 

 

Knowledge 

 Minimum MSc in Computer Science/Information Technology related field,  

 Certified Information Systems Security Professional (CISSP) 

 Knowledge and experience in performance tuning of application stacks.  

 Knowledge of Unix systems administration  

 Knowledge of Git or other version control 

 Experience with programming languages and scripting and scripting,  

 Project management, databases, cloud computing/technologies, 

 Competency in mathematics, application development, and systems development.  

 

Skill 

 Proficiency in data architecture and programming.  

 Problem-solving and project management skills.  

 Brilliant conflict resolution, analytical, and decision-making skills are vital.  

 Information security, integration, and security.  

 Ability to think in a systems perspective; managing small details while keeping an eye on 

the big picture. 

 Understanding of system testing practices. 

 

Required Experience & Attitude: 

 Minimum of 5 years experience in IT 

 Experience with virtualization  

 Good cloud experience 



 Accuracy, creativity and innovativeness 

 Ability to work independently 

 Proven track record in development and maintenance of LINUX-based software 

 Experience in creating automated scripts and software 

 Experience in project management, application design and integration, and cloud 

computing 

 Expertise in creating, analyzing, and repairing large-scale distributed systems 
 


